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Figure: Examples include WiFi localization, C14 callibration curve.
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Under review as a conference paper at ICLR 2018

(a) DCGAN, trained with BN (b) DCGAN, trained without BN

(c) DAN-S, trained without BN (d) DAN-2S, trained without BN

Figure 14: DCGAN, DAN-S and DAN-2S trained on CelebA dataset. Both DAN-S and DAN-2S
demonstrate much more diversity in generated samples compared to DCGAN.

20

G(z)

random 
“noise”

z

real data

x

D(x), D(G(z))

• attack:  
with probability p<0.5,  
discriminator’s output  
is manipulated

• generator doesn’t  
know which feedback  
is honest

max

D
V (G,D)

min
G

V (G,A(D))

discriminator:  
 
generator:



Generative Adversarial Networks

Generator

Discriminator

Under review as a conference paper at ICLR 2018

(a) DCGAN, trained with BN (b) DCGAN, trained without BN

(c) DAN-S, trained without BN (d) DAN-2S, trained without BN

Figure 14: DCGAN, DAN-S and DAN-2S trained on CelebA dataset. Both DAN-S and DAN-2S
demonstrate much more diversity in generated samples compared to DCGAN.

20

G(z)

random 
“noise”

z

real data

x

D(x), D(G(z))

• attack:  
with probability p<0.5,  
discriminator’s output  
is manipulated

• generator doesn’t  
know which feedback  
is honest

Theorem: If adversary does a simple sign flip, then standard 
GAN no longer learns the right distribution.

A(D(x)) =

(
1�D(x) with probability p

D(x) otherwise.



What makes GANs more robust?
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score for real data “inverse” score for fake data

1. Model properties: transformation function

If:
•   is strictly increasing and differentiable   
• symmetry:                                for   
then model is robust

f(a) = �f(1� a)
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a 2 [0, 1]
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1. Model properties:  
   symmetric transformation function

2. Training Algorithm:  
   weight clipping (regularization) helps robustness 

Generalization includes Wasserstein GANs!



Empirical Results
• MNIST

D with a maximum absolute value of 0.1. Here, we apply the simple flipping adversary (2.2) with237

different error probabilities p. Figure 3 shows some typical results for one of the robust models and238

GAN, for p = 0 and p = 0.4. Indeed, as opposed to the GAN, the robust GAN reliably learns all239

modes, even with a fairly high p = 0.4. The figure illustrates an additional intuition: with higher240

noise p, learning indeed becomes more challenging, and the generator needs more iterations to learn.241

Figure 10 in the appendix confirms that this is generally the case.242

Clipping and its interaction with the model. To probe the effect of regularization, we next vary243

the clipping threshold. Figure 4 shows the success rate for different clipping thresholds, averaged244

over 10 runs. Here, a success is defined as correctly learning all the 8 modes (average number of245

modes are shown in the appendix). To better visualize the effect of clipping, D is intentionally made246

more powerful by having significantly more hidden neurons (4x more hidden neurons for each layer).247
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Figure 4: Success rates and average number of learned modes for various models and clipping values.

Figure 4 offers several observations: (1) The training algorithm indeed affects the results. A too248

powerful disriminator (small threshold) generally impairs learning [2, 24]; very small thresholds limit249

the capacity of D too much. (2) However, consistently, if a robust GAN can learn the distribution250

without noise (p = 0), then it also learns the distribution with noise, confirming its robustness. In251

general, the robust GANs work across a wider range of clipping thresholds, i.e., are less sensitive to252

parameter choice of clipping. These observations support our theoretical analysis in Sections 2 and 4.253

An interesting phenomenon to note is that in some cases, clipping may increase the empirical254

robustness of the standard GAN, although it is still more sensitive than the robust models (threshold255

0.05 and p = 0.4). This phenomenon is orthogonal to our theoretical results; here, the algorithm256

aids empirical stability. It points to the important role of training algorithms in practice, a line of257

research underlying recent state-of-the-art results [32, 16, 38, 24]. In the next section we will see that,258

while clipping may help robustness, the GAN is still more brittle also towards the choice of algorithm259

(amount of regularization). Extending the theory to include both aspects, model and algorithm, is an260

interesting avenue of future research.261
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Figure 5: Example results on MNIST (no clipping).

Next, we perform a similar analysis with the MNIST data, using a CNN for both G and D. Without263

clipping, both the GAN and the robust GANs learn the distribution well, and generate all digits with264

the same probability. Here, we call a learning experiment a success if G learns to generate all digits265

with the same probability (see the appendix for a plot of the total variation distance between the266

distribution of the learned digits and the uniform distribution). To further explore our theoretical267

frameworks, we apply a more sophisticated adversary as follows: �(D(x)) equals 1 � D(x) or268
p

D(x) or D(x)

2, each with probability 0.1, and otherwise, �(D(x)) = D(x) (i.e., honest feedback269

with probability 0.7). By Theorem 6, all the robust models we explore here should be robust against270
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noise p, learning indeed becomes more challenging, and the generator needs more iterations to learn.241

Figure 10 in the appendix confirms that this is generally the case.242
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Figure 4: Success rates and average number of learned modes for various models and clipping values.

Figure 4 offers several observations: (1) The training algorithm indeed affects the results. A too248

powerful disriminator (small threshold) generally impairs learning [2, 24]; very small thresholds limit249

the capacity of D too much. (2) However, consistently, if a robust GAN can learn the distribution250

without noise (p = 0), then it also learns the distribution with noise, confirming its robustness. In251

general, the robust GANs work across a wider range of clipping thresholds, i.e., are less sensitive to252

parameter choice of clipping. These observations support our theoretical analysis in Sections 2 and 4.253

An interesting phenomenon to note is that in some cases, clipping may increase the empirical254

robustness of the standard GAN, although it is still more sensitive than the robust models (threshold255

0.05 and p = 0.4). This phenomenon is orthogonal to our theoretical results; here, the algorithm256

aids empirical stability. It points to the important role of training algorithms in practice, a line of257

research underlying recent state-of-the-art results [32, 16, 38, 24]. In the next section we will see that,258

while clipping may help robustness, the GAN is still more brittle also towards the choice of algorithm259

(amount of regularization). Extending the theory to include both aspects, model and algorithm, is an260

interesting avenue of future research.261

5.3 MNIST262
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Figure 5: Example results on MNIST (no clipping).

Next, we perform a similar analysis with the MNIST data, using a CNN for both G and D. Without263

clipping, both the GAN and the robust GANs learn the distribution well, and generate all digits with264

the same probability. Here, we call a learning experiment a success if G learns to generate all digits265

with the same probability (see the appendix for a plot of the total variation distance between the266

distribution of the learned digits and the uniform distribution). To further explore our theoretical267

frameworks, we apply a more sophisticated adversary as follows: �(D(x)) equals 1 � D(x) or268
p

D(x) or D(x)

2, each with probability 0.1, and otherwise, �(D(x)) = D(x) (i.e., honest feedback269

with probability 0.7). By Theorem 6, all the robust models we explore here should be robust against270

7

stable GAN
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Black-Box Optimization

f(x)

Goal:  
optimize a complex function 

that is only accessible via 
expensive queries

2 Automatic Gait Optimization

Figure 1: The bio-inspired dynamical
bipedal walker Fox used for the exper-
imental evaluation.

The search for appropriate parameters of a controller can
be formulated as an optimization problem, such as the min-
imization

minimize
✓2RD

f (✓) (1)

of an objective function f (·) with respect to the parame-
ters ✓. In the context of gait optimization, this optimization
problem is characterized as a global optimization of a zero-
order stochastic objective function. Therefore, the use of
Bayesian optimization well suits this challenging optimiza-
tion task.

Bayesian Optimization Bayesian optimization is an iter-
ative model-based global optimization method [7, 5, 11, 1].
In Bayesian optimization, for each iteration (i.e., evalua-
tion of the objective function f ), a GP model ✓ 7! f (✓)
is learned from the data set T = {✓, f (✓)} composed
by the past parameters ✓ and the corresponding measure-
ments f (✓) of the objective function. This model is used
to predict the response surface ˆf and the corresponding ac-
quisition surface ↵ (✓)1, once the response surface ˆf (·) is mapped through the acquisition func-
tion ↵ (·). Using a global optimizer, the minimum ✓⇤ of the acquisition surface ↵ (✓) is computed
without any evaluation of the objective function, e.g., no robot interaction. The current minimum ✓⇤

is evaluated on the robot and, together with the resulting measurement f (✓⇤
), added to the datasetT.

Gaussian Process Model for Objective Function To create the model that maps ✓ 7! f(✓), we
make use of Bayesian non-parametric Gaussian Process regression [12]. Such a GP is a distribution
over functions

f(✓) ⇠ GP (mf , k(✓p,✓q)) , (2)
fully defined by a prior mean mf and a covariance function k(✓p,✓q). As prior mean, we choose
mf ⌘ 0, while the chosen covariance function k(✓p,✓q) is the squared exponential with automatic
relevance determination and Gaussian noise

k(✓p,✓q) = �2
f exp(�1

2 (✓p�✓q)
T⇤�1

(✓p�✓q))+�2
w�pq (3)

with ⇤ = diag([l21, ..., l
2
D]). Here, li are the characteristic length-scales, �2

f is the variance of
the latent function f(·) and �2

w the noise variance. A practical issue, for both GP modeling and
Bayesian optimization, is the choice of the hyperparameters of the GP model, such as the charac-
teristic length-scales li, the variance of the latent function �2

f and the noise variance �2
w. In gait

optimization, these hyperparameters are often fixed a priori [9]. There are suggestions [8] that fixing
the hyperparameters can considerably speed up the convergence of Bayesian optimization. However,
manually choosing the value of the hyperparameters requires extensive expert knowledge about the
system that we want to optimize, which is often an unrealistic assumption. An alternative common
approach is to automatically select the hyper-parameters by optimizing with respect to the marginal
likelihood [12].

Acquisition Function A number of acquisition functions ↵ (·) exist, such as Probability of Im-
provement [7], Expected Improvement [10], Upper Confidence Bound [3] and Entropy-Based Im-
provements [4]. Experimental results [4] suggest that Expected Improvement on specific families
of artificial functions performs better on average than Probability of Improvement and Upper Con-
fidence Bound. However, these results do not necessarily hold true for real-world problems such
as gait optimization, where the objective functions are more complex to model. Both Probability
of improvement [9] and Expected Improvement [14] have been previously employed in gait opti-
mization. In our experiments, we evaluate Probability of Improvement, Expected Improvement and
Upper Confidence Bound.

1The correct notation would be ↵
�
f̂ (✓)

�
, but we use ↵ (✓) for notational convenience.

2



Black-Box Optimization
Sequential Optimization: build internal model of f(x)

In each time step:

• Select a query point x

• Observe (noisy) f(x)

• update model

often: 
Gaussian ProcessGaussian Process Regression

-3

-2

-1

0

1

2

3

-2 -1 0 1 2

y(
x)

x

Figure: Examples include WiFi localization, C14 callibration curve.

select queries:
uncertainty and expected 
function value, 
e.g. maximizing

ucb(x) = f̂(x) + �

1/2
�(x)
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Robust Optimization with GPs
Observed f(x) may be (adversarially) perturbed: 

• Robotics: simulations vs. real data

• Parameter tuning: estimation with limited data

• Time-varying functions

min
�2�✏(x)

f(x+ �)

Δϵ(x) = {x′�− x : x′� ∈ D and d(x, x′�) ≤ ϵ}

max
x∈D

min
δ∈Δϵ(x)

f(x + δ)Problem:

standard methods can fail!

suboptimal 
decision!
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StableOpt Algorithm
In every round: 

• select

• select

• observe                                and update with 

Theorem (RBF kernel): sample complexity:

                      steps for   -suboptimality whp.

• closely matching lower bound

• algorithm generalizes to many other settings!

x̃t = argmax
x∈D

min
δ∈Δϵ(x)

ucbt−1(x + δ)

δt = argmin
δ∈Δϵ(x̃t)

lcbt−1(x̃t + δ)

yt = f(x̃t+δt) + zt {(x̃t+δt, yt)}

upper confidence bound

lower confidence bound

Gaussian Process Regression
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Figure: Examples include WiFi localization, C14 callibration curve.



Variations
Robustness to unknown parameters 

•                     is smooth wrt input    and parameters

Robust estimation 

•     estimate of true parameters 

Robust group identification 

• input space partitioned into groups  
group with highest worst-case value

max
x∈D

min
θ∈Θ

f(x, θ)
✓
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min
δθ∈Δϵ(θ̄)

f(x, θ̄ + δθ)

! = {G1, …, Gk}
max
G∈"

min
x∈G

f(x)



Empirical Results

0 20 40 60 80 100
t

0

5

10

15

20

25

‘-
re

gr
et

StableOpt
GP-UCB
MaxiMin-GP-UCB
Stable-GP-UCB
Stable-GP-Random

b 
e 
t 
t 
e 
r

0 20 40 60 80 100
t

≠2

0

2

4

A
vg

.
M

in
.

O
bj

.
V

al
.

GP-UCB
MaxiMin-GP-UCB
Stable-GP-UCB
Stable-GP-Random
StableOpt

b 
e 
t 
t 
e 
r

StableOpt

0 1 2 3
x

0

1

2

3

4

y

≠60
≠50
≠40
≠30
≠20
≠10
0
10
20

0 1 2 3
x

0

1

2

3

4

y

≠60

≠50

≠40

≠30

≠20

≠10

[Bertsimas et al.’10]

Robot Pushing

Benchmark



Gaussian Process Regression

-3

-2

-1

0

1

2

3

-2 -1 0 1 2

y(
x)

x

Figure: Examples include WiFi localization, C14 callibration curve.
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