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Robustness in ML
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Generative Adversarial Networks

® attack:
with probability p<0.5,
discriminator’s output
is manipulated

random <

. Generator
noise

® generator doesn’t
Discriminator know which feedback
is honest

discriminator:  max V(G, D)

min max V (G, D) generator:  min V (G, A(D))
G D ’ G



Generative Adversarial Networks

® attack:
with probability p<0.5,
discriminator’s output
is manipulated

Discriminator
® generator doesn’t

D(x), D(G(2)) know which feedback
is honest

| 11— D(z) with probability p
D(x) otherwise.
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Theorem: If adversary does a simple sign flip, then standard
GAN no longer learns the right distribution.
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What makes GANs more robust?
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“noise” —"7} Generator ql-
Discriminator ] Iin 11X V (G, D)
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|. Model properties: transformation function

min max E,.p. . [f(D(x))| +E.<p. [f(1 —D(G(2)))]
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score for real data “inverse’ score for fake data

If:

e fis strictly increasing and differentiable
o symmetry: f(a) =—f(1—a) fora€[0,1]
then model is robust




What makes GANs more robust?

random
“noise” —"7} Generator ql-
Discriminator ] |iIl 11X V (G, D)
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|. Model properties:
symmetric transformation function

2. Training Algorithm:
weight clipping (regularization) helps robustness

Generalization includes Wasserstein GAN's!



Empirical Results

MNIST

GAN
Error Probablhty O 3
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stable GAN

Error Probability = 0.
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Empirical Results

Error probability = 0.3

1.2

seex** GAN Linear Tanh Erf Piece Piece2
100% success .
@ stable
~
= GANs
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@
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7 !\
2 GAN
100% failure — x--------emmemeeees Xomorommmmmmneeees X
10 1 0.1 0.0:
no clipping strict clipping

®* Weight Clipping (Regularization) helps robustness
e Stable GANs are more robust to clipping threshold



Black-Box Optimization

Goal:
optimize a complex function
that is only accessible via
expensive queries



Black-Box Optimization

Sequential Optimization: build internal model of f(x)
In each time step: often:
e Select a query point x Gaussian Process

e Observe (noisy) f(x)

e update model

3 _
2 - select queries:
1 uncertainty and expected
function value,
0 e.g. maximizing
-1 )
, uch(z) = f(x) + 820 (x)




Robust Optimization with GPs

Observed f(x) may be (adversarially) perturbed:
e Robotics: simulations vs. real data
® Parameter tuning: estimation with limited data

® Time-varying functions

Problem: max min f(x +0)
xeD 6€A (x)

A (x) = {x’—x :x'e€D and dx,x’) < e}

standard methods can fail!

\J

suboptimal
decision!



StableOpt Algorithm

In every round:

® select X, = argmax min ucb,_;(x +0) upper confidence bound
xeD 5EA€(X)
® select 0, = argmin Icb,_,(X, + 8) lower confidence bound
SEA (X))
® observe y, = f(XA+06,) + z, and update with {&*+6,y)}
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.~ Theorem (RBF kernel): sample complexity:
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- O% <%(log %)zp ) steps for 7] -suboptimality whp.

® closely matching lower bound

® algorithm generalizes to many other settings!



Variations

Robustness to unknown parameters

® f:DX® — Ris smooth wrt input z and parameters ¢

max min f(x, @)
xeD 0O

Robust estimation

® () estimate of true parameters 6* ¢ ©
max min_ f(x, 0 + 6,)
X€ED 6,eA (0)

Robust group identification

® input space partitioned into groups ¢ = {Gy, ..., G;}

group with highest worst-case value  max min f(x)
Geg xelC
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Empirical Results

Benchmark

StableOpt

GP-UCB
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